Reliability Engineering and System Safety 272 (2026) 112579

- —
% RELIABILITY
ENGINEERING

& SYSTEM

Contents lists available at ScienceDirect

Reliability Engineering and System Safety

FI. SEVIER

journal homepage: www.elsevier.com/locate/ress ==

Resilience analysis of urban cyber-physical-social systems: Insights from the
2023 Beijing rainstorm

a,b

Wenxin Ma , Baichuan Mo *®, Ruimin Li*""

2 Department of Civil Engineering, Tsinghua University, Beijing 100084, China
® Hang Lung Center for Real Estate, Tsinghua University, Beijing 100084, China

ARTICLE INFO ABSTRACT

Keywords: Modern cities function as complex cyber-physical-social (CPS) systems where digital networks, physical infra-
Urban CPS system structure, and human society are deeply interconnected. This study develops an integrated analytical framework
Resilience

to quantify urban CPS resilience considering their interdependences during extreme weather events, using the
2023 Beijing rainstorm as a case. We collect and analyze multi-dimensional data representing each system:
communication outage data (cyber), transportation infrastructure performance (physical), and nightlight in-
tensity (social). Through resilience triangle analysis and system dynamics modeling using differential equations,
we quantify the bidirectional interdependences among these systems and their collective response to disruptions.
We reveal distinct vulnerability and recovery patterns across the three systems. Physical infrastructure serves as a
foundational component that significantly influences both cyber and social functions, showing asymmetric in-
terdependences. Through intervention analysis, we demonstrate that early and coordinated actions across
multiple systems yield synergistic resilience benefits that exceed individual system improvements. This research
advances urban resilience theory by providing empirical quantification of cross-system dependences and offers

Data-driven analysis
System dynamics
Extreme weather

practical guidance for integrated resilience planning.

1. Introduction

Modern cities represent complex cyber-physical-social (CPS) systems
where digital networks, physical infrastructure, and human society
function as deeply interconnected components [1]. This integration has
fundamentally transformed how urban systems operate, respond to
disruptions, and recover from extreme events. In contemporary urban
environments, cyber systems manage physical infrastructure and coor-
dinate social responses through information, communication, and digi-
tal networks, as shown in Fig. 1. These cyber components—including
telecommunications, control systems, and digital services—have
become an essential system in modern cities, transmitting critical in-
formation and enabling coordinated responses during both normal op-
erations and disruption situations. Cyber threats—including
cyberattacks, malware, and data breaches—can compromise physical
infrastructure control systems and disrupt social services [2-4]. Physical
systems, containing transportation networks, power grids, water supply,
and built environments, provide the operational foundation for cyber
information while enabling social activities through infrastructure and
facilities. Physical threats such as infrastructure aging, structural
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failures, and natural hazards can damage communication networks and
alter social interaction patterns [1,5-9]. Social systems, encompassing
human behaviors (e.g., mobility), policy contexts, and social in-
teractions [10-12], reflect the utilization and adaptation patterns of
cyber and physical systems. Social disruptions, including public health
emergencies, policy changes and human errors, can transform infra-
structure utilization patterns and digital service demands [13-17].
Cities have witnessed the complex interdependences and vulnera-
bilities among cyber, physical and social systems during extreme events
[18,14,16]. During Hurricane Sandy in 2012, damage to power infra-
structure led to widespread outages and telecommunications failures,
severely disrupting public services and community functions [19-21].
More recently in July 2023, Beijing experienced an unprecedented
rainstorm with some areas receiving over 500 mm of precipitation. This
extreme weather event caused widespread disruption across cyber,
physical, and social systems [17]. Disconnected transportation infra-
structure impeded repairmen and equipment from accessing disrupted
communication facilities, while communication outages prevented res-
idents from accessing critical information and requesting assistance.
These cascading failures across system boundaries reveal a fundamental
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Fig. 1. Urban CPS systems.

characteristic of modern urban environments: the interconnected nature
of cyber, physical, and social systems creates complex vulnerability
pathways where disruptions propagate bidirectionally.

While system interdependences introduce vulnerabilities through
potential cascading failures, they simultaneously present opportunities
for enhancing system resilience through coordinated strategies [22].
Preparation and reinforcement of individual systems can decrease the
probability of failure during disruptions and enable adaptive responses
across interconnected domains. For example, pre-strengthening trans-
portation infrastructure can maintain mobility networks during extreme
events, facilitating the movement of resources to repair disrupted cyber
components [23,24]. Simultaneously, functioning transportation sys-
tems help maintain social activities by allowing continued mobility for
essential purposes [25]. Such positive interaction effects highlight the
potential for strategic interventions that leverage system in-
terdependences to enhance overall urban resilience.

Current approaches to urban resilience often treat cyber, physical,
and social systems as separate domains with limited interaction
[26-30]. These siloed approaches fail to capture the cascading failures
and interdependent recovery processes that characterize real-world
urban disruptions. Despite growing recognition of these in-
terdependences, quantitative methodologies that holistically assess
resilience across CPS systems with empirical evidences remain signifi-
cantly underdeveloped [31-33].

To overcome the single-system approach limitations, this study de-
velops an integrated analytical framework that quantifies resilience
across interdependent cyber, physical, and social systems in urban
contexts. The framework firstly integrates multi-dimensional data to
represent system performances. According to system performances,
statistical regression is used to identify initial disruption points and
establish normal operational baselines for each system. Then, using
mathematical curve fitting, resilience triangle is employed to measure
standardized resilience that enables cross-system comparisons. More-
over, the system dynamics with coupled differential equations is applied
in the framework to quantify inter-system dependences. Using the 2023
Beijing rainstorm as a case, we empirically demonstrate how this
framework quantifies the bidirectional interdependences among cyber,
physical, and social systems.

The main contributions of this study are as follows.
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Methodological innovations: (1) We develop an integrated analytical
framework that bridges cyber, physical, and social dimensions of urban
resilience under extreme weather conditions, quantifying cross-system
dependences and their impacts on collective resilience outcomes.

Empirical insights: (2) Unlike conceptual frameworks, our model
uses empirical data to quantify specific dependence strengths. The
model enables analysis of how varying interdependence levels influence
system performance during both disruption and recovery phases,
providing specific quantitative parameters for understanding system
interactions in extreme events.

Practical significance: (3) Through systematic intervention analysis
using our interdependence model, we generate specific actionable
strategies for urban resilience planning. These insights offer practical
guidance for resource allocation and intervention prioritization in urban
disaster management.

The subsequent sections of this study are organized as follows.
Relevant studies are surveyed in Section 2. The methods developed in
this study are detailed in Section 3, with an accompanying illustration of
the basic data and study areas. The results and discussions are presented
in Sections 4 and 5, respectively. Section 6 concludes the study and
highlights future research directions.

2. Literature review

Urban resilience—the ability of cities to resist disruptions and
recover from the loss within reasonable temporal and economic con-
straints—has become increasingly important as urban areas face
mounting challenges from extreme weather events, technological fail-
ures, and other hazards [34-36]. This section reviews individual system
resilience and approaches towards CPS resilience in urban contexts.

2.1. Individual system resilience

Substantial research has focused on single-domain approaches,
examining cyber, physical, and social systems in isolation despite their
inherent interconnectedness in modern urban environments. This sec-
tion examines resilience within cyber, physical, and social systems
independently, providing the foundation for understanding their in-
terdependences and integrated behavior.

Cyber resilience encompasses the ability of information and
communication technology systems to resist and recover from adverse
conditions, attacks and failures while maintaining essential functions
[26,37,38]. As urban infrastructure increasingly relies on digital control
systems, cyber resilience has become critical for maintaining societal
functions during extreme events. Cyber systems usually demonstrate
network structure, allowing for information exchanging through
communication links [39]. Based on the network structure, quantifica-
tion approaches for cyber system resilience typically employ
network-based metrics such as connectivity, service accessibility, and
path redundancy [40-42]. Additionally, information transmission
capability—measured by metrics such as delivered packets—commonly
serves as a key performance indicator for cyber system resilience
assessment [43-46].

Physical system resilience focuses on built infrastructure—including
transportation networks, energy systems, water supply, and buil-
dings—and their ability to withstand and recover from disruptions while
maintaining adequate service levels [47-53]. Given that many infra-
structure systems exhibit network topology, network-based metrics
representing connectivity, betweenness, and redundancy are commonly
used to measure infrastructure network resilience [54-61]. Beyond to-
pological characteristics, physical infrastructure resilience is also eval-
uated through structural integrity indicators [62-65]. For example, Liu
et al. [66] developed fragility models to quantify probabilistic re-
lationships between hazard intensity and expected damage levels of
bridges through cumulative distribution functions. The structure dam-
age of physical infrastructure would influence their operational services.
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Therefore, service-related indicators are often used to assess physical
resilience, such as service flow (e.g., traffic flow, delivered power,
supplied water) and service quality measures (e.g., travel time for
transportation network, voltage stability for power infrastructure)
[67-70].

Social system resilience addresses the capacity of communities, or-
ganizations, and governments to anticipate, absorb, adapt to, and
recover from disruptive events while maintaining social cohesion, eco-
nomic activity, and public well-being [71,29]. Social cohesion metrics
typically include trust levels, interaction intensity, and civic engage-
ment [72,73]. Socioeconomic status reflects the social resilience through
measures like income, household savings, and employment rates
[74-76]. While social resilience can be indicated by activity-based in-
dicators include mobility patterns, nightlight intensity, mobile phone
activity, and business operations [77,11,78-80]. Public well-being as-
pects of social resilience consider accessibility to critical services, such
as healthcare, education and food supply [81-84]. Mental well-being of
the public during the disaster represents the social resilience, including
measurements of concern, sentiment, community support and belonging
[85-871].

These domain-specific studies have advanced our understanding of
resilience within individual systems. However, individual system ap-
proaches fundamentally fail to capture the complex interdependences
that characterize real-world resilience challenges. Modern cities func-
tion as integrated cyber-physical-social (CPS) systems where disruptions
in one domain inevitably cascade into others, necessitating more holistic
resilience analytical frameworks that can account for these cross-system
interactions.

2.2. Toward integrated CPS resilience

Recognition of single-system approach limitations has prompted the
emergence of cyber-physical-social (CPS) systems as a conceptual
framework for understanding urban resilience. Unlike traditional per-
spectives that treat cyber, physical, and social domains as separate en-
tities, CPS resilience acknowledges their fundamental interdependence
and the cascading effects that propagate across domain boundaries
during extreme events [88,89]. Current approaches to analyzing CPS
interdependence in urban resilience can be categorized into qualitative
and quantitative methods.

2.2.1. Quadlitative analysis

Cascading-perspective and network-based methods provide concep-
tual analyses of interdependence among systems. Cascading-perspective
methods focus on failure propagation across systems, viewing the failure
of one system as the triggering cause of failures in others [88,90]. For
example, in human -physical systems, human errors can cause physical
system failures [4]. Similarly, physical infrastructure failures can trigger
cyber blackouts in power systems [15], while Wang et al. [91] investi-
gated how cyberattacks compromised physical port systems. Although
these studies have recognized cascading failures among cyber, physical
and social systems, they did not explicitly examine the bidirectional
nature of interdependence itself.

Network-based approaches have been employed to model CPS
interdependence, with hypernetworks being particularly prominent for
establishing integrated system representations [92]. Hypernetworks
conceptualize CPS interdependence by establishing connections be-
tween different system components, typically from the perspectives of
geographical proximity or logical relationships [93-95]. For instance,
Cavallaro et al. [96] developed a social-physical network where
hyperedges represent relationships between residents in social
sub-networks and physical streets based on building-street adjacencies.
While Zhao et al. [17] constructed a hypernetwork where the hyper-
edges include residents’ phone calls to urban management administra-
tions, and the subsequent administrative processes for infrastructure
improvement. While hypernetwork approaches offer valuable
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conceptual frameworks for understanding system interdependences,
they face significant limitations when applied to general urban systems.
Most notably, these models often rely on scenario-specific information
flows or geographic adjacencies that lack generalizability across diverse
urban contexts. Furthermore, establishing logical topologies becomes
increasingly complex when considering the full spectrum of technolo-
gies, infrastructure types, and social contexts present in modern cities. In
essence, not all systems are suitable or convenient to be modeled as
network structures.

2.2.2. Quantitative analysis

Compared to qualitative analysis, system dynamics (SD) modeling
offers a flexible and generalizable approach to quantifying system
interdependence, capturing feedback loops, multiple factors, heteroge-
neous temporal scales, and nonlinear behaviors [97-99]. SD can quan-
tify system interdependence through parameters derived from
mathematical equations, an approach that has shown promise in CPS
resilience research. For example, Li et al. [100] developed an SD model
to evaluate urban flood resilience, capturing interdependences among
economic, social, infrastructure, and information systems through
curve-fitting parameters. Yabe et al. [101] evaluated urban resilience
across interdependent socio-physical systems using mobility and water
supply data following Hurricane Maria. They captured bidirectional
relationships between social and physical systems through differential
equations, with equation parameters quantitatively reflecting the sys-
tem interdependence. Differential equations provide a promising
pathway for data-driven SD by mathematically representing both the
rates of change in system variables and the causal relationships between
them [102-104].

Current SD-based CPS resilience studies still face critical limitations
that significantly constrain their practical applicability. First, data
collection challenges lead to reliance on static datasets. CPS resilience
studies based on SD typically rely on numerous variables with complex
relationships [105,106], creating significant data collection challenges.
Researchers often address these challenges by using static, open-source
datasets or government reports [107,108]. For instance, Li et al. [100]
utilized statistical yearbooks and national development reports for
variables like hospital beds, disposable income, and mobile phone users.
While valuable, such data represent static system states and struggle to
capture temporal evolution during disruption events. This limitation
prevents researchers from observing how systems actually respond to
and recover from disruptions, forcing reliance on assumptions rather
than empirical observations. Second, subjective relationship specifica-
tions undermine the model credibility. In the absence of theoretical
frameworks or empirical data, relationships among variables are
frequently established based on researcher experience or expert opinion
[31,32]. Such approaches are inherently limited by subjectivity, and the
established relationships remain difficult to validate empirically. These
limitations highlight the critical need for data-driven SD approaches that
can overcome these constraints [33].

2.3. Research gaps

Our review of existing literature reveals following critical research
gaps that our study address. First, integration of CPS systems is limited
in resilience frameworks. While significant progress has been made in
understanding resilience within individual cyber, physical, and social
domains, frameworks that conceptualize and quantify resilience across
these systems in an integrated manner remain underdeveloped. Our
research directly addresses this gap by developing a comprehensive
framework that views cyber, physical, and social systems as funda-
mentally interconnected components of urban resilience. Second,
empirical quantification of system interdependences is insufficient.
Existing approaches to modeling system interdependences often rely on
qualitative frameworks or expert opinions rather than empirical data,
limiting their ability to capture real-world system behaviors during
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disruption events. Our study overcomes this limitation through a data-
driven approach that quantifies interdependences using empirical ob-
servations from an actual extreme weather event.

3. Methods

This study develops a framework to analyze cyber-physical-social
(CPS) resilience as illustrated in Fig. 2. The framework presents an in-
tegrated approach that bridges system boundaries by simultaneously
capturing the performance dynamics of interconnected CPS systems in
urban contexts through empirical data. This data-driven methodology
synthesizes heterogeneous data sources into a cohesive analytical
structure, allowing for evidence-based quantification of in-
terdependences rather than relying on conceptual or qualitative as-
sumptions. We use Beijing 2023 rainstorm as a case to demonstrate the
framework’s practical application. Performances of cyber, physical and
social systems can be represented by related datasets, serving as primary
inputs for resilience indicator and system interdependences. Empirical
performance metrics are employed to establish baseline normal status
for each system, enabling the identification of deviation starting points.
This approach addresses the challenge of differentiating natural fluctu-
ations and actual disruption impacts. A comparative resilience quanti-
fication technique is developed using standardized resilience triangles
that allows for cross-system comparisons despite inherently different
performance metrics. This standardization enables meaningful integra-
tion of cyber, physical, and social resilience measures. Bidirectional
system interdependences are modeled using differential equations
within a system dynamics framework, quantifying not only the magni-
tude but also the directionality of system influences. This mathematical
formulation captures the complex feedback mechanisms operating be-
tween urban subsystems during extreme events and response phases.
The following subsections detail the methodology.

3.1. Study area and data preprocessing

This study focuses on the southwest region of Beijing, China, which
experienced severe precipitation from July 29th to August 1st, 2023
(Fig. 3). To capture pre-disruption baseline conditions, disruption im-
pacts, and recovery trajectories, our data collection period extended
from July 20th to August 20th, 2023.

The data preprocessing procedure is illustrated in Fig. 4. Commu-
nication outages, transportation infrastructure performance and night-
light intensity were selected as proxies for cyber, physical and social
systems respectively. The selection of these proxy indicators was based
on three criteria: the data availability, representative capacity and
interdependence relationships among systems.
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Fig. 3. Beijing administrative district and study area.

The communication service coverage directly represents the con-
nectivity of the cyber system and its capacity to facilitate information
exchange across urban systems. This characteristic makes it particularly
suitable for analyzing how cyber system disruptions cascade into
physical operations and social activities. Transportation infrastructure
serves as an ideal physical system proxy because it acts as a foundational
enabler for both cyber and social system functions [56]. Road and rail
networks facilitate the physical movement of repair crews, equipment,
and materials necessary for restoring disrupted cyber components, while
simultaneously enabling population mobility that sustains social activ-
ities. Nightlight intensity provides a spatially explicit, temporally
continuous proxy for human activity patterns and economic functioning
[78]. It reflects the cumulative outcome of social system adaptations to
cyber and physical disruptions. For instance, both communication out-
ages and transportation disruptions influence nightlight intensity when
businesses close, residents evacuate, or economic activities cease.

Cyber system is represented by the status of communication across
towns in study area. Communication service completeness was tracked
through official reports and news sources [109-114]. For each town in
the study area, we recorded the communication outage starting date (t;)
and the complete recovery date (t,). The communication recovery pro-
cess of every town was modeled using a linear assumption. Specifically,
the communication service coverage rate (c?(t)) of town i at time t is
formulated as:

1 ift<t, or t>t
) = 0 Fr=1n o)
t—t
ci(ty) + (ci(te) — ci(ts)) b ifty,<t<t,

te — t

Eq. (1) implies that at outage starting date t,, there is no
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Fig. 2. Framework of CPS resilience (Bold indicators denote those implemented in the case study; non-bold indicators represent potential candidates).
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communication service cross the town (i.e., c?(,) = 0). While before
and after the disruption, the service coverage rate is 1. From t, to t,, the
service is assumed to gradually recover from O to 1 with a linear rate.
Transportation infrastructure for physical system in the study area
(Fig. 4) includes 28 national and provincial highway roads and 14
railways, which were either directly damaged by the rainstorm or
geographically adjacent to the affected segments. The geospatial data of
studied road and rail infrastructure were collected from the Open-
StreetMap [115]. For road segments, the raw data of five-minute
average speed were obtained from the Baidu Map API. Linear interpo-
lation was applied to fill missing values. We specifically focus on
extracting peak-hour speeds to accurately represent repetitive opera-
tional conditions. Two critical time windows, morning (7:00-9:00) and
evening (17:00-19:00) rush hours, were considered. To isolate
long-term speed trends and mitigate daily fluctuation effects, a moving
average method with a one-week window was applied to the 5-minute
peak-hour speed data. The resulting road speed were averaged daily
and denoted as pﬁmd(t) for road segment j at time ¢, maintaining con-

sistency with data representing other systems. For railways, daily train
intensity, defined as the daily count of trains operating on each railway,
was used to represent railway performance. Operating train data were
collected from China Railway Map and official notifications posted by

Beijing West Railway Station’s Weibo account. The train intensity on
railway k at time t was denoted as pg’mﬂ(t).

Social system is represented by the nightlight intensity (Fig. 4),
which serves as a proxy for human activity patterns [79]. The nightlight
data were obtained from NASA LAADS [116], which provides global
daily Gap-Filled Lunar BRFD-Adjusted Nighttime Lights at 500 m x 500
m resolution. The raw data are in pixel format. Linear interpolation was
applied to the pixel-level nightlight intensity to fill missing values. These
pixel values were then aggregated to the town-level according to the
spatial pixel-town correspondence. The nightlight intensity of town i at
time ¢ is denoted as s?(t).

3.2. Resilience quantification

3.2.1. Deviation detection and normal status determination

We statistically identify initial deviation points (t;)—the moment
when system performance begins to significantly deviate from normal
operation status due to disruption. For each system representative data
series (¢ (t), Proqa(t), PR qu(t) and s (1)), we determined the initial de-
viation time point t; by running multiple single-variate linear re-
gressions.

Taking the cyber system as an example, define the deviation starting
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point detection dataset as Z(w) = {(0, c?(0)), (1, 2(1)), ..., (w,
c?(w))}, wherew € {0,1,..., TEd} is the potential starting point. TE™ is
the end of the rainstorm event. For each linear regression on & (w), we
computed the corresponding slope coefficient k,, with respect to time
and p-value for significance. The initial deviation point t; was then
identified as:

t; = min{t | V w > t, k,# 0 significantly} 2)

Eq. (2) represents that the deviation start point is identified as the
time after which regression slopes consistently and significantly (p-
value<0.05) deviate from zero. This approach ensures a statistically
significant trend of system deviation from normal status rather than
random fluctuation, increasing the reliability of subsequent resilience
measurements.

The normal status for each system was established by averaging basic
performance data (c{ (t), P;pqq(t)s PR i (t) and s?(¢)) from the start of the
study period to the initial deviation point. Taking the cyber system as an
example, the normal cyber status for town i is identified as ¢; = g c;(t)
/t4. Following this approach, we derived normal road, rail and social
status, denoted as Pj road, Pk.rail and §;, respectively.

3.2.2. Performance deviation calculation and normalization

The performance deviation of cyber system c;(t) was calculated as the
relative difference from its established normal status. For the cyber
system in town i, this is formulated as:

0, t<ty
ci(t) =9 [c2(t) — & Pt 3
- = | d
Ci

This methodology assumes that cyber system does not deviate from
the normal status prior to the initial deviation point (t;), i.e., ¢;(t) =0,
Vi<t

The performance deviation of cyber system at time t in the whole
study area was derived by averaging across all studied towns:

€)= at)/l/] @

ic/

where ./” is the set of all individuals in cyber system.

Following this approach, we calculated performance deviations for
road infrastructure (Prqq(t)), rail infrastructure (Pr4;(t)) and social sys-
tem (5(t)), respectively. The overall performance deviation of physical
system p(t) was derived by weighted integration of road and rail in-
frastructures:

B(t) = 0:Broaa(t) + OaPraa(t) ®

where 6; and 6, are the weights of road and rail infrastructures,
respectively.

For cross-system comparability, we normalized the performance
deviations by their maximum values:

(6)

where c(t), p(t) and s(t) denote normalized performance deviation of
cyber, physical and social systems, respectively.

3.2.3. Mathematical curve fitting for performance evolution

To capture the evolution patterns of system performance and enable
analytical solutions for interdependence analysis, we fitted mathemat-
ical curves to the normalized performance deviations (c(t), p(t) and s(t)).
Based on preliminary analysis of deviation patterns, we selected system-
specific functional forms. Cyber system was fitted with an exponential
decay function, reflective of rapid initial impact followed by gradual
recovery:

C(t) = heexp (- ac(t—b)) %)
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Physical and social systems were fitted with asymmetric Gaussian
functions that can accommodate different rates of performance loss and
recovery:

P(t) = {hpGEt; ap,zfm;? ift<a,

_ hsG t:, as, 051 ), lf t S ap
h,G(t;ap,0p2), if t > ap S = { g ; ®)

hG(t;a5,052), if t > a,

where G(t;a,0) = exp (;2“)2> is the gaussian function. The capital
letters C(t), P(t), S(t) represents the fitted values for the cyber, physical,
and social system deviations, respectively. Note that the exponential and
gaussian functions only return positive values for any t, which make
them suitable to fit the absolute performance deviation.

Model parameters (h, ac, b, hy, ap, 6p.1, 6p.2, hs, a5, 051 and 6;.2) were
calibrated using the Least Squares method to minimize the difference
between actual (c(t), p(t) and s(t)) and fitted performance deviations
(C(t), P(t) and S(t)). Compared to the actual deviation, the fitting curves,
on the one hand, allow for smoother interpolation between discrete data
points [117], on the other hand, enable analytical solutions for in-
terdependences among cyber, physical and social systems.

For the purpose of description simplicity, the fitting curves (C(t), P(t)
and S(t)) for normalized performance deviation are referred to as “de-
viation” in the following part of the article.

3.2.4. Resilience triangle calculation

We quantified resilience using the resilience triangle concept—a
well-established approach that measures the cumulative performance
deviation over time [118,98,119,120]. Mathematically, the resilience
triangle is defined by the area between the normal performance level
and the actual performance curve (Fig. 5) during and after a disruption
[118,121,105,98,83,119].

The area of the resilience triangle serves as an inverse indicator of
resilience (smaller area corresponds to lower deviations and thus higher
resilience):

v

Vi = / Fw)dw/(v—u) ©

u

where F(w) € {C(w), P(w), S(w)} is any performance deviation curve.
Let the resilience triangle areas for cyber, physical, and social systems be
V., Vp, and V;, respectively. Parameters u and v represent the beginning
and end of the study period.

The resilience of integrated CPS system was quantified as the average
of individual system measures:

V= (V.+V,+V)/3 (10)

Performance
'y

Disruption

Resilience
| triangle

Time

Fig. 5. Resilience triangle.
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3.3. Interdependence among CPS systems

3.3.1. Differential equation-based system dynamics

Urban CPS systems exhibit both self-dependence and cross-system
influences during disruption and recovery phases. We use system dy-
namics (SD) to investigate the interdependences among cyber, physical
and social systems, providing the underlying mechanism that drive
observed patterns described in Eq. (7)-(8). The SD model is developed
through coupled differential equations:

dc C 2 dp
i C(l—C)+acm+ﬂcC P+y.C(1-C)S n
= ayCP + P +y,SP + 1, %: asCS + pPS + vy, S + 75 an

This formulation of Eq. (11) was inspired by the research of Yabe
et al. [101], who explored the recovery dynamics of socio-physical
systems. Parameters in this formulation captures both self-dependence
and cross-system influences, as detailed in Table 1. These parameters
were calibrated by Least Squares method using data from deviation of
cyber (C(t)), physical (P(t)) and social (S(t)) systems. The calibration
minimized the differences between terms on both sides of the equations
in Eq. (11) for each individual system. Parameter significance was
assessed using t-test statistics, and parameters with p-value<0.05 were
considered statistically significant.

Given the initial values of deviation across cyber, physical and social
(C(0), P(0) and S(0)) systems, the performances of these systems will
evolute following the pattern modeled by the SD. Based on the SD, we
investigated the influences of inter-system dependence and external
intervention on the systems’ performances.

Eq. (12) demonstrates the model to investigate the influences of
inter-system dependence parameters on systems’ performances.

X(t+At; Q) = X(t; Q) + At x dX(t;Q)/dt (12)

, where Q = [ac, Pes Yes OBy Vps Oss Pos7s }Trepresents the system
dependence parameters, X(t;Q) = [C(t;Q),P(t;Q),S(t;Q)]" represents
the system deviation vector with parameters Q. By systematically
varying system dependence parameters () while maintaining identical
initial conditions across systems, we explored both individual and

Table 1
Parameters in SD model.
Denotation Abbreviation  Description
Self-dependence
(dimensionless)

ac C-C Cyber-Cyber dependence. Cyber system
depends on its own characteristics.

By P-P Physical-Physical dependence. Physical
system depends on its own
characteristics.

7s S-S Social-Social dependence. Social
system depends on its own
characteristics.

Inter-system dependence

(dimensionless)

Pe C-P Cyber-Physical dependence. Cyber
system depends on physical system.

Ve C-S Cyber-Social dependence. Cyber
system depends on social system.

a P-C Physical-Cyber dependence. Physical
system depends on cyber system.

Tp P-S Physical-Social dependence. Physical
system depends on social system.

as S-C Social-Cyber dependence. Social
system depends on cyber system.

Ps S-P Social-Physical dependence. Social

system depends on physical system.
Constant terms
Tey Tpy Ts Constant variables of cyber, physical

and social systems, respectively.
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combined influences of interdependence relationships on system resil-
ience.

We developed an intervention analysis framework to assess how
targeted improvements in one or more systems could enhance overall
resilience. As illustrated in Fig. 6, interventions were applied at time ¢
Before t, system performance followed the original evolution pattern
from initial values C(0), P(0) and S(0). At time ¢, performance deviation
in the targeted system was reduced from C(t') to (1 — u)C(t'), where u €
[0,1] represented the intervention effectiveness. Lower deviation cor-
responds to better performance and higher resilience. After t, perfor-
mance of cyber, physical and social systems evolute as established
differential equations in Eq. (11) with modified initial values of (1 —
w)C(t), P(t) and S(t').

Such intervention framework enables us to examine the impact of
intervention timing (early, mid-term, late), the degree of improvement
(minor, moderate, major), and the single- versus multi-system in-
terventions (e.g., cyber-physical, cyber-social, physical-social, cyber-
physical-social).

4. Results
4.1. Temporal performance evolution

Fig. 7 presents performance deviation across cyber-physical-social
(CPS) systems during the 2023 Beijing rainstorm event, with higher
deviation values indicating lower resilience. The cyber system (Fig. 7a)
demonstrated remarkable initial resistance, maintaining normal opera-
tions during the first two days of the rainstorm (July 29-30). On the
third day (July 31), however, it experienced an abrupt disruption, fol-
lowed by a rapid recovery trajectory of mean and maximum deviations.
Notably, the zero minimum deviation indicates that some towns main-
tained uninterrupted communication throughout the entire event, while
others experienced significant service deviation. This spatial heteroge-
neity suggests localized vulnerabilities within the communication
network, which may be influenced by complex interactions among
precipitation exposure, infrastructure conditions, and topographic fac-
tors [122-124]. The rapid recovery pattern observed in the cyber system
points to effective adaptation mechanisms, likely through deployment of
temporary service provisions and efficient repair actions.

The physical infrastructure system (Fig. 7b) exhibited immediate
vulnerability from the first day of the rainstorm. In the following days,
the deviation increased, indicating the disruptions in physical systems
lasted and spread. The deviations revealed highly heterogeneous
disruption levels across different infrastructure components. While some
elements remained relatively functional, others experienced severe
performance deviation. Unlike the cyber system, physical infrastructure
showed persistent high deviation levels even after cyber and social
systems had substantially recovered, indicating prolonged recovery re-
quirements. In fact, transportation infrastructure experienced funda-
mental structural damage during the rainstorm event, requiring
extensive repairs and investment for complete recovery. For example,
several critical national and provincial roads were disrupted and did not
fully recover until June 2024', 10 months after the rainstorm. Addi-
tionally, the Fengtai-Shacheng railway required more than one year to
restore passenger train service”.

The social system (Fig. 7c) demonstrated an intermediate response
pattern, with moderate initial deviation compared to the cyber and
physical systems. Distinctively, the social system exhibited a more
gradual response curve with prolonged deviation increments and an
extended plateau phase at peak disruption. This pattern reflects the
complex adaptive nature of social activities, where people progressively

1 https://www.mot.gov.cn/xinwen/jiaotongyaowen,/202512/t20251226_
4186287.html
2 https://www.thepaper.cn/newsDetail_forward_29287961
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Fig. 7. Performance deviation (Normalized by mean deviation of each system).

adjust behaviors and expectations in response to changing conditions.
The recovery trajectory of the social system positioned between the
rapid cyber recovery and the prolonged physical infrastructure resto-
ration, dropped to moderate deviation levels by the end of the study
period.

The mean deviations of individual system were used to measure the
resilience and construct the differential equation. Fig. 8 presents the
mathematical fitting of mean deviation patterns and corresponding
resilience triangles across the three systems. The cyber system perfor-
mance deviation followed an exponential decay pattern (Fig. 8a),
characteristic of systems with rapid response capabilities and effective
repair mechanisms. Both physical and social systems exhibited asym-
metric Gaussian patterns (Fig. 8b and Fig. 8c), reflecting complex
disruption-recovery dynamics. All fitted models accurately captures
system performance evolution with R? values exceeding 0.9, validating
the selected mathematical formulations for subsequent interdependence
analysis.

Fig. 8d shows the resilience triangle values of cyber, physical, social
and average systems. The calculation period spans from July 31 (two
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days after the rainstorm onset when the cyber system began experi-
encing disruption) to August 8 (10 days post-rainstorm onset when the
cyber system recovered), focusing specifically on the response phase
rather than long-term recovery. The cyber system demonstrated the
lowest triangle value (highest resilience), attributable to its rapid re-
covery capabilities despite significant initial disruption. Conversely, the
physical system exhibited the highest triangle value (lowest resilience),
reflecting its severe performance deviation and minimal recovery during
the study period. The social system presented an intermediate resilience
profile, with triangle values positioned between the cyber and physical
systems.

4.2. System interdependence dynamics

Fig. 9 reveals highly heterogeneous interdependence patterns among
cyber, physical and social systems. The physical system emerges as a
foundational component with substantial influences on both cyber and
social systems, as evidenced by the high dependence parameters (C-P:
1.14, S-P: 0.84). This finding suggests the critical role of physical
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Cyber

P-C:0.34%** S-C:0.81%**

C-P:1.14%**

C-S:0.38%**

S-P:0.84%*

Physical Social

P-S:0.23%**

Fig. 9. Interdependence parameters across systems (***p<0.001, **p<0.01).

infrastructure as the operational backbone for both communication
networks and social activities. Particularly during extreme events,
transportation systems enabled repair crew mobility, equipment
deployment, and population movement. During Beijing rainstorm, only
after disrupted roads were cleared and repaired could repair resources,
personnel and equipment be transported into the affected areas®. Sub-
sequently, communication services and social activities can begin to
recover. The relatively high dependence of cyber and social systems on
physical infrastructure highlights the potential for cascading vulnera-
bility when physical systems were disrupted.

Notably, the reverse dependences—physical-cyber (P-C: 0.34) and
physical-social (P-S: 0.23)—were substantially lower, revealing a
fundamental asymmetry in the interdependence pattern. This pattern
suggests that while physical infrastructure strongly influences cyber and
social functions, its own operation and recovery are less dependent on
communication networks or social dynamics. This asymmetry likely
stems from the inherent characteristics of physical infrastructure, which
primarily relies on structural integrity, material conditions, and
specialized technical interventions during recovery phases. In fact, as
many road segments and railways were structurally damaged during
Beijing rainstorm, communication networks and social dynamics
contributed minimally to infrastructure restoration. Instead, the most
critical resources required were personnel, equipment and materials to
repair the damaged infrastructure®.

The interdependence between cyber and social systems exhibited an
unbalanced bidirectional relationship (C-S: 0.38, S-C: 0.81), indicating
an asymmetric dependence where communication networks strongly
facilitated social coordination while social activities had more limited
influence on communication coverage. With the rapid evolution of in-
formation technologies, the proliferation of smartphones, social media
platforms, and real-time communication applications has fundamentally
transformed how people organize, share information, and respond to
extreme events. The substantial penetration of digital technologies into
daily social functions has made social activities increasingly depend on
digital connectivity. This relationship becomes particularly critical
during disaster recovery when rapid information flow enables more
effective community response. For example, during the initial days of
2023 Beijing rainstorm, several countries were isolated from the outside
world due to communication outages. Panic and anxiety gripped the
affected communities. When communication services were restored,
residents were able to report their safety and local conditions to the
outside, which alleviated societal worry considerably”. Conversely, the
weaker C-S relationship (0.38) reflects that communication restoration

3 https://www.zgjtb.com/2023-08/07 /content_369029.html

4 https://www.mot.gov.cn/xinwen/jiaotongyaowen,/202512,/t20
251226_4186287.html

5 https://www.beijing.gov.cn/ywdt/zwzt/fxjzhfcj/cjmhjy/202308/t20230
806_3216794.html
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was primarily driven by technical and logistical constraints rather than
immediate social demand®. While social activity levels may influence
restoration priorities, the physical limitations of infrastructure repair,
equipment availability, and coordinated restoration protocols constrain
how directly social activities can influence communication coverage
expansion.

The whole study period was further divided into adaptation and
recovery stages. The recovery stage refers to the period when all cyber,
physical and social systems exhibited recovery trajectories with
decreasing deviation levels. The adaptation stage represents the
remaining period, during which at least one system had not entered
recovery. Interdependence parameters were additionally examined for
these two stages, with results presented in Table 2.

During the adaptation stage, parameter values were largely similar to
those of the entire period. C-P dependence remained the most signifi-
cantly influential category, demonstrating the cyber system's strong
reliance on physical infrastructure during initial adaptation. However,
S-P dependence, which was influential over the entire period, exhibited
weak influence during adaptation. This pattern can be attributed to the
ability of people to identify alternative routes during the adaptation
stage, thereby reducing immediate dependence on physical system
status.

In the recovery stage, C-P and S-P remained the two most influential
parameters, consistent with the overall pattern. However, S-P depen-
dence emerged as the dominant relationship during this phase. Once
alternatives cannot satisfy social needs, social activity recovery became
unavoidably dependent on physical system restoration. With substantial
infrastructure remaining unrepaired, social activities were significantly
constrained by physical system limitations.

The sensitivity analysis reveals heterogeneity across different stages.
While the analytical framework can be applied to individual stages using
the same procedures, stage-specific analysis is beyond the scope of this
study. Our primary focus remains on the integrated analysis of the entire
study period. Therefore, subsequent analyses examine only the complete
period rather than individual stages.

We systematically evaluated how varying levels of interdependence
influence system performance, as shown in Fig. 10. Low and Medium
levels represent 10% and 5% reduction in dependences, respectively.
High level represents the initial dependence level. This design treats the
observed interdependence as the baseline because it reflects realistic
system coupling under actual disaster conditions. Examining reductions
allows evaluation of potential decoupling strategies, providing more
practical insights for resilience planning. For any dependence category,
as interdependence strength increased from low to high levels, perfor-
mance deviation consistently increased while recovery periods
extended. This pattern was observed across all three systems, confirming
that stronger system coupling amplifies the propagation of disruption
effects while potentially impeding recovery processes. This interde-
pendence mechanism represents a double-edged sword for resilience
planning. On one hand, recovery in one system can facilitate improve-
ments in dependent systems through positive feedback. On the other
hand, disruptions can cascade more severely through highly interde-
pendent systems, magnifying overall performance deviation.

Table 2

Sensitivity of interdependence parameter.
Stage C-P C-S P-C P-S S-C S-P
Whole L1455 0.38%%  0.34%%% 023 0.81%%F  0.84%*
Adaptation 1.06%** 0.51%** 0.35%** 0.23%** 1.07 0.20%**
Recovery 0.86%** 0.00%** 0.06*** 0.01%** 1.94%**

6 https://finance.sina.com.cn/jjxw/2023-08-01/doc-imzesqvw8286190.shtml
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Fig. 11 illustrates the combined influence of dependences on resil- influence of dependences. The cyber system demonstrated highest
ience triangle values across all three systems. Elevated dependence sensitivity to physical dependences (C-P). The physical system showed
levels exhibit a positive correlation with the expansion of the resilience balanced and relatively low sensitivity to both cyber and social de-
triangle, a relationship that persists when accounting for combined pendences. While the social system was most responsive to physical
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dependences (S-P). When considering the integrated CPS system, the
social-physical dependence (S-P) emerged as the most influential
parameter for overall urban resilience. These sensitivity patterns offer
critical insights for prioritizing resilience enhancement strategies. From
a risk mitigation perspective, reducing dependences with higher sensi-
tivity (particularly C-P and S-P) would most effectively limit cascading
failures. Conversely, from a recovery optimization standpoint, acceler-
ating the restoration of systems with high dependence parameters would
generate greatly positive spillover effects across the integrated urban
system.

4.3. Intervention analysis

4.3.1. Influence of individual system intervention

Fig. 12 reveals patterns in the relationship among intervention
timing, improvement degrees and system resilience outcomes when the
intervention was applied on individual system. Across all systems,
earlier interventions combined with greater improvement degrees
consistently yielded superior resilience outcomes (smaller resilience
triangles). Conversely, late interventions with minor improvements
produced the least favorable outcomes, highlighting the critical impor-
tance of both intervention timing and improvement degrees.

The cyber system exhibited the most significant resilience improve-
ments when interventions targeted its own systems directly (Early-Major
cyber intervention, Fig. 12a). This finding suggests that despite inter-
dependence effects, cyber resilience depends substantially on charac-
teristics of its own system such as redundancy and repair resources. The
cyber system's more rapid recovery capability compared to other sys-
tems likely contributes to its heightened responsiveness to direct
interventions.

The physical system exhibited a notably narrower range of resilience
triangle improvement compared to other systems (Fig. 12b), indicating
inherent recovery constraints that may require more substantial and
sustained interventions to achieve significant resilience enhancement.

The social system (Fig. 12c) displayed a unique pattern, achieving
substantial resilience improvements regardless of which system received
the intervention. This finding highlights the exceptional adaptability of
social systems and their capacity to leverage improvements in depen-
dent systems. The social system's adaptive capacity enables it to recon-
figure activities and priorities in response to changing infrastructure and
communication conditions, creating multiple pathways for resilience
enhancement.

When analyzing the integrated CPS system (Fig. 12d), the results
demonstrate a balanced responsiveness across all intervention scenarios,
reflecting the composite nature of the coupled system. The integrated
system exhibits moderate resilience improvements that fall between the
individual system responses. This average pattern suggests coordinated
enhancement of all three subsystems simultaneously to require signifi-
cant and effective improvements of the integrated system.

4.3.2. Influence of system synergy

Our analysis of multi-system interventions (Fig. 13) revealed
powerful synergistic effects that exceeded the individual system im-
provements. Coordinated interventions across all three systems (cyber-
physical-social) consistently produced the greatest resilience benefits,
substantially outperforming both single-system and dual-system in-
terventions across all timing scenarios and improvement magnitudes.

The cyber and social systems exhibit significant synergistic re-
sponses, particularly evident in reduction of resilience triangle when
combined with other systems. The physical system demonstrates
enhanced resilience when integrated with cyber and social in-
terventions. However, the physical resilience enhancement is limited
with relatively stable performance even with multi-system in-
terventions. This pattern suggests extra efforts to be exerted on the
physical system to obtain significant resilience improvement. The gap
between single-system and multi-system interventions widens in early
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intervention scenarios, particularly in cyber system. Late interventions
show compressed synergistic benefits, suggesting that delayed coordi-
nation limits the potential for cross-system reinforcement.

These synergistic effects demonstrate that the interconnected nature
of urban systems creates opportunities for magnified resilience benefits
when interventions are strategically coordinated across system bound-
aries. Rather than treating cyber, physical, and social systems as isolated
domains, our findings strongly support integrated approaches to urban
resilience that leverage system interdependences as amplifiers of posi-
tive intervention effects.

5. Discussion
5.1. Methodological advances

The integrated analytical framework proposed in this study provides
a systematic, data-driven approach to quantify the complex in-
terdependences among cyber, physical, and social systems during
extreme events. This framework offers several distinct advantages over
existing approaches. First, it enables the empirical measurement of
cross-system dependences through mathematical modeling rather than
relying on conceptual models or expert opinions [93,15]. Second, the
framework's standardized resilience triangle methodology allows for
meaningful comparisons across inherently different systems, facilitating
integrated resilience assessment. Third, by incorporating differential
equations within a system dynamics model, our approach captures both
the magnitude and directionality of influence between systems. The
asymmetric dependences observed between systems align with prior
findings of Yabe et al. [101] and Klammler et al. [102], yet our model
advances this understanding by extending the analysis from coupled
dual systems to three interconnected cyber, physical and social systems.
Finally, our findings support previous work demonstrating the benefits
of early intervention [125,126,25,24] and cross-system coordination
[127], providing a practical tool for policymakers to evaluate and pri-
oritize resilience investments across multiple interdependent systems.

The application of this framework to the 2023 Beijing rainstorm
demonstrates its analytical power in a real-world context. The Beijing
case study provided a unique opportunity to track the performance
evolution of interconnected urban systems under extreme stress,
revealing distinct vulnerability and recovery patterns. The data-driven
analysis quantified how disruptions propagated across system bound-
aries and identified critical dependence pathways that influenced
overall urban resilience. These empirical findings from the Beijing case
study not only validate our methodological approach but also generate
actionable insights for enhancing urban resilience against future
disruptions.

5.2. Practical recommendations for urban resilience planning

1) Prioritize physical infrastructure resilience

Our findings reveal that resilience of physical infrastructure relied
primarily on intrinsic characteristics rather than on interactions with
other dependent systems (low parameter value with P-C: 0.34, P-S:
0.23). These low parameter values indicate that physical infrastructure
repair cannot rely heavily on communication-assisted information or
social coordination. Communication networks and social systems are
often disrupted simultaneously with physical infrastructure, limiting
their effectiveness in supporting infrastructure restoration. Conse-
quently, recovery strategies of physical system should be capable of
operating autonomously, and remain effective under communication-
constrained conditions. Moreover, the physical system demonstrated
the lowest resilience among the three systems, constraining overall
urban resilience despite relatively higher resilience levels in cyber and
social systems. Given the foundational role of physical systems,
strengthening physical infrastructure should be a priority in resilience
planning [128,125,25,129,24]. We recommend: (1) structural
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reinforcements and higher design standards that incorporate future
climate projections and historical data; (2) strategic redundancy plan-
ning that preserves critical functions during partial system failures; and
(3) development of rapid repair capabilities with pre-positioned
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resources and trained personnel. These measures would create positive
effects throughout interdependent urban systems, increasing the returns
on resilience investments.

2) Implement strategic decoupling
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Our analysis of dependence influences (Fig. 10 and Fig. 11) reveals
that reducing the dependence between systems, particularly those with
high sensitivity (C-P and S-P), can limit cascading failures during dis-
ruptions. Cities can implement targeted decoupling mechanisms that
activate during disruptions. This might involve developing emergency
operation capabilities for critical systems and establishing backup
mechanisms that can function independently.

The observed effective deployment of emergency communication
systems during the Beijing rainstorm represents an example of such
strategic decoupling. The 2023 Beijing rainstorm induced widespread
communication blackouts across multiple towns, compounded by road
obstructions that hindered the deployment of repair equipment and
personnel. To address this, portable satellite backpacks and unmanned
aerial vehicles (UAVs) were used in affected areas to provide temporary
communication services. These actions enabled trapped residents to
report safety to their friends and family while providing real-time situ-
ational data to authorities [130]. This dual functionality not only
reduced public anxiety but also enhanced administrative capacity for
disaster assessment and targeted intervention.

Future resilience planning should systematically identify critical
services and develop autonomous operational capabilities that can
function independently when primary systems fail [131]. This includes:
1) expanding low-altitude logistics networks, particularly the number of
available unmanned aerial vehicles, flight endurance and ability of
drone operators; and 2) developing community-based resilience hubs
with independent power, communication, and essential service capa-
bilities (e.g., activating satellite communication service during disrup-
tions, and mobile power sources).

3) Prepare and response early

The analysis of intervention demonstrates that early interventions
consistently yielded better resilience outcomes across all systems
compared to mid-term or late interventions (Fig. 12). This finding sup-
ports the growing consensus in disaster management that pre-disaster
investment in resilience yields significantly higher returns than post-
disaster recovery efforts [125,126,25,24]. Additionally, this finding
emphasizes the value of rapid response during the initial phase of
disruption. Preparedness and rapid response call for scientific planning,
high quality of infrastructure and facilities, development of detection
and warning systems, sufficient resource backup, and regular emergency
exercises. Such measures enable more fluid, anticipatory adaptation to
emerging disruptions.

4) Adopt cross-system coordination

The synergistic effects observed in multi-system interventions,
particularly the superior performance of CPS coordinated interventions,
demonstrate the importance of integrated approaches to urban resil-
ience (Fig. 13). This empirical evidence suggests that resilience planning
should transcend traditional sector boundaries, establishing coordina-
tion mechanisms across cyber, physical, and social domains to maximize
resilience outcomes. The management and administration departments
should overall allocate the resources across cyber, physical and social
systems while coordinating the personnel and resources in an integrated
manner [127]. Such coordination can focus on the greater interests of
the entire city, rather than individual interests of specific domains and
organizations.

5.3. Limitations and future research

Several limitations should be acknowledged, which point to future
research directions. First, the selected proxy indicators to represent
systems, while appropriate for capturing functional interdependences
during extreme weather, struggle to capture the full multidimensional
characteristics of each domain, and affect the interpretation and
generalizability of findings. In future research, incorporating additional
indicators to represent urban systems (such as internet service for cyber
system, buildings for physical systems, and mental well-being for social
system) would enhance model robustness.
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Second, results are derived from the specific case in Beijing, with a
specific extreme rainfall event and a phase with several days after the
disaster. Interdependence patterns may vary across hazard types (e.g.,
earthquakes, power outages) and different urban layouts. While long-
term adaptation and feedback loops may exhibit different dynamics.
Future research can apply the framework to multiple cities and disasters
to examine contextual variability; and integrate longer longitudinal
datasets to explore evolving interdependence patterns.

Third, this study adopts an aggregate, system-level perspective that
averages individual performance to quantify interdependences among
cyber, physical, and social systems. However, this approach does not
reveal the underlying influence mechanism at the individual level.
Future research could complement our system-level findings by devel-
oping spatially explicit models that identify the determinants of
individual-level heterogeneity, enabling more geographically targeted
resilience planning strategies.

6. Conclusions

As cities worldwide face increasing threats from climate change-
related extreme weather events, understanding the complex dynamics
of interdependent urban systems becomes critical for building compre-
hensive resilience. This study developed an integrated analytical
framework to quantify resilience and interdependences across inter-
connected cyber, physical, and social systems in urban contexts, using
the 2023 Beijing rainstorm as a case study. Key findings include:

e Cyber, physical, and social systems exhibit distinct vulnerability and

recovery patterns when faced with external shocks.

The quantification of interdependence parameters revealed asym-

metric relationships among these three systems, with physical

infrastructure emerging as the foundational component that signifi-

cantly influences both cyber and social functions.

e The intervention analysis demonstrated two key principles for
effective resilience enhancement: (1) preparation and early in-
terventions, and (2) multi-system coordination.

By capturing the bidirectional interdependences between cyber,
physical, and social systems, this study offers urban planners and
disaster management professionals a powerful tool for understanding
complex system interactions and insights for resilience strategy in
planning and emergency response.

Although this study focuses on the 2023 Beijing rainstorm, the
analytical framework is transferable to other cities and hazard scenarios
due to its reliance on data-driven foundation. When appropriate data
capturing system performance evolution are available, this approach
can be applied to different types of disruptions with suitable adapta-
tions. For example, fitting curves can be tailored to match the perfor-
mance patterns of different proxy indicators. While this study employs
exponential and Gaussian functions, other scenarios may require linear,
polynomial, or logarithmic functions depending on observed perfor-
mance dynamics. Comparative studies across multiple urban contexts,
disaster types, and policy environments represent an important direc-
tion for future research to validate, refine, and extend the generaliz-
ability of the interdependence patterns identified in this work.
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